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Dear Reader,
I had a front seat to the ransomware pandemic at Hospitals. | was leading Product
Security at MEDITECH (a top three Electronic Health Record vendor) and our
Hospital customers started to experience ransomware attacks with greater
frequency and impact. Seeing how unprepared most organizations were, at that
time | built out a threat intelligence program for our customers. Through a secure
customer portal | shared best practices, technical guides, alerts, and strategies.

| participated in nearly 100 ransomware events over the years, and | continue to
devote my energies to helping organizations prepare. | will not stand idly by as
criminals and nation states attack our critical infrastructure.

i : This paper on ransomware provides context — the history, evolution, and impact of
& i HE ransomware on Healthcare organizations — which is useful for the education of
Executives and other stakeholders. | also provide best practices for prevention and
response, and a host of the best references | could find. | provide an executive

mmary at the end.

While | focus on ransomware here, these best practices are applicable to all types of
malicious cyber-attacks. Ransomware just happens to be the most destructive end
game for these criminals and nation states. | hope that you will use this information

L]
effectively to protect your organization from the modern scourge of cyber-attacks.
O o | cannot warrant that this information is exhaustive or comprehensive, and | make
no guarantees that use of this information will secure your organization. This
material cannot be relied upon as a substitute for professional security or legal
advice. Every organization has its own unique culture and technologies which must

be factored in when developing a security program
May your orgal n continue to grow more and more resilient!

Sincerely,

Justin Armstrong
Boston, MA
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HOW DID WE GET HERE?




ADOPTION OF ELECTRONIC HEALTH RECORDS (EH

"] Hospitals Office-based Physicians

Photos by _National Cancer Institute _ on
Unsplash
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2016:HOLLYWOORRESBY TERIAN HOSPITAL

Eos Angeles @imes SUBSCRIBE

Hollywood hospital pays $17,000 in bitcoin to hackers; FBI
investigating

“B A floor that fecls like
J il  magic? Just another
marvel from this
legendary Disney inventor
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https:// www.latimes.conbusiness/technology/lane-In-hollywoodhospitatbitcoin-2016021 #story. html
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Ooops, your files have been encrypted!

What Happened to My Computer?

Your important files are encrypted.
' Many of your documents, photos, videos, databases and other files are no longer

accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service,

Payment will be raised on

=3 Can | Recover My Files?
511672017 00:47:55 Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.
You can decrypt some of your files for free. Try now by clicking <Decrypt>,
But if you want to decrypt all your files, you need to pay.
You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don’t pay in 7 days, you won't be able to recover your files forever.
We will have free events for users who are so poor that they couldn't pay in 6 months.

Your files will be lost on
“IfHow Do I Pay?

572012017 00:47:35 Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.

Please check the current price

click <How to buy bitcoins>, Author: National Health Executive

et e e gt z .

e %:: -3t ,“ And send the correct amount tc Published: October 12th 2018
After your payment, click <Che \ ,
Fp R e it Gy AR Share this article

Time Left

conrte e WannaCry cyber-attack cost the NHS
£92m after 19,000 appointments were

cancelled
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By httpsy/cdn.securelist.coffiles/2017/05/wannacry_05.png Downloaded frahttps:// securelist.confblog/incidents/78351/wannacryansomwareusedin-
widespreadattacksall-over-the-world/, Fair use, https:£n.wikipedia.orgw/ index.php?curid54032765
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How Do | Pay?
is accepted In Bitcoin only. For more information, click <About bitcoin>.
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£92m after 19,000 appointments were

cancelled
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https://www.nytimes.com/interactive/2017/05/12/world/europe/wannacry-ransomware-map.html
https://commons.wikimedia.org/wiki/File:Countries_initially_affected_in_WannaCry_ransomware_attack.png
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NORTH KOREAN ACTIMOW!

North Korea Cyber Group Conducts Global
Espionage Campaign to Advance Regime’s
Military and Nuclear Programs

Ransomware

Andariel actors fund their espionage activity through ransomware operations against U.S. healthcare
entities, and in some instances, the authoring agencies have observed the actors launching ransomware
attacks and conducting cyber espionage operations on the same day and/or leveraging ransomware and
cyber espionage against the same entity. For more information on this ransomware activity, see joint
advisories #StopRansomware: Ransomware Attacks on Critical Infrastructure Fund DPRK Malicious Cyber
Activities and North Korean State-Sponsored C

and Public Health Sector.

(c) 2024 Armstrong Risk Management

Image Courtesy of Wikimedia Commons, created by user Roke



https://commons.wikimedia.org/wiki/File:Countries_initially_affected_in_WannaCry_ransomware_attack.png
https://commons.wikimedia.org/wiki/File:Countries_initially_affected_in_WannaCry_ransomware_attack.png

JUNE 201 NOTPETYANORLDWIDE

Healthcare IT News ToF

- PAY MY BILL
Uniquely Connected. For Life!™ -

000 HERITAGE VALLEY
@ HrArTH SYSTEM

Privacy & Security

How Princeton Community
Hospital survived the global
Petya attack

It was a disaster, no question, but the West Virginia system
found it could have been a lot worse had it not put the right
mechanisms in place.

Find a Doctor Location

Updates on the Cyber Security
Incident at Heritage Valley Health
System

POSTED ON JULY 3, 2017

By Jessica Davis | August 02, 2017 | 11:22 AM

https://www.heritagevalley.orfnews/updateson-the-cyber

securityincidentat-heritagevalleyhealth-system/ ,
F& PRINCETON

[ e Community Hospital
& PARKVIEW CENTER
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WHO ARE THE THREAT ACTORS2

— |7 WANTED
- - %/ BY THE FBI

GRU HACKERS' DESTRUCTIVE MALWARE
AND INTERNATIONAL CYBER ATTACKS

Conspiracy to Commit an Offense Against the United States; False Registration of a
Domain Name; Conspiracy to Commit Wire Fraud; Wire Fraud; Intentional Damage to
Protected Computers; Aggravated Identity Theft

Anatoliy Sergeyevich Kovalev Artem Valeryevich Ochichenko

CAUTION
On October 15, 2020, a federal grand jury sitting in the Western District of Pennsylvania returned an indictment

(c) 2024 Armstrong Risk Management against six Russian military intelligence officers for their alleged roles in targeting and compromising computer

https:// www.fbi.govwanted/cyber/gru-hackersdestructivemalwareand-internationalcyberattacks
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» LOW = MEDIUM = HIGH

~ Not easy 1o get
' good Statistics
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Total vs. Year

20
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[HE ESCALATION OF RANSOMWARE

uLOW = MEDIUM = HIGH

2020

Recovery Time

<1 day
Medium 2-7 days
>1 week I I I

2016 2017 2018 2019 2020
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Office of the Director of National Intelligence provided this report:
Ransomware Attacks Surge in 2023; Attacks on Healthcare Sector
Nearly Double

aLYy GKS !'{X ldgdalroia I 3
healthcare sector were up 128 percent,

with 258 victims in 2023 versus 113 Iin
HNHH®E 2 23

More than doubled in the U.S.! ﬁy
This represents 4% of the 6,120 &’ =]

Hospitals. Photo by Ivars NJ-, tRexels
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https://www.dni.goVfiles/CTIIC/documents/products/Ransomware Attacks Surge in_2023.pdf
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% US HospitaldRansomware
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HOW DO THEY DO IT?
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BLACK BASTA RANSOMWARE

ASpearphishing
AB ITSAd m | ﬂ Black Basta Attack Lifecycle
ACobalt Strike L
ARemote Access To(Riseartatalte ET e
APSExec S L

A S C re e n C O n n e Ct Figure 2: Standard Attack Lifecycle Observed with Black Basta ransomware. (Unit 42 Graphic)
A Remote Desktop

APowershell
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HOW RANSOMWARE IS DEPLOYED

Activated across all computers, all at on
AOften at midnight

AOften on the weekend or on a holiday
Alt rapidly encrypts pieces of files

Photo byAnne Nygaran Unsplash
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A Escalation imumberandimpact
A Increasing Sophistication
A Incident Response is Complex
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CYBERSECURITY IS PATIE
SAFETY

>r AN&EF d r2018 Repart on
Cybersecurity Findings in Healthcare Y
Impact on Patient Care:

AuNQaENAr NDZ BN D&ASOA A
downtime procedures are

Initiated on paper, making it

more difficult to communicate

Ot AAT Nr aAe At N nAad
condition or to calculate
AnnaeenacedAA N DzZe? i D2
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CYBERSECURITY I
PATIENT SAFETY

> ANG&EP d r201N8 Repart on
Cybersecurity Findings in
Healthcare Vv Impacton
Patient Care:

AuNQa&ENAr NDZ r
on staff operating
In the more chaotic
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CYBERSECURITY |
PATIENT SAFETY

>1r AN&EP d r2018 Repart on

Cybersecurity Findings in
Healthcare VvV Impact on

Patient Care:

Ancreased risk of
staff cutting corners
as they are asked to
do work in a less
efficient manner

which increasgs \
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HEALTH OF THE HOSPIT,

>r ANGEFP d r201B Repart on Cybersecurity
Findings in Healthcare vV Financial Impact:

A Cancelling elective services because
systems are down which will result in a
reduction in Revenue

A Increased time lag to get charges
submitted  which will lead to a lag in
payment having implications on cash
flow

A Increased unanticipated cost to
recover from the data incident, provide
notification to impacted individuals and
hire external parties to assist
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CONTROVERSIAL QUESTION




TO PAY OR NOT TO PAY
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