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HISTORY
HOW DID WE GET HERE?
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ADOPTION OF ELECTRONIC HEALTH RECORDS (EHR)

Photos by National Cancer Institute  on  
Unsplash

https:// www.healthit.gov/data/quickstats/national-trends-
hospital-and-physician-adoption-electronic-health-records
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https://unsplash.com/@nci?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/photos/person-sitting-while-using-laptop-computer-and-green-stethoscope-near-NFvdKIhxYlU?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash


2016 - RANSOMWARE IN 
HEALTHCARE BEGINS
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2016: HOLLYWOOD PRESBYTERIAN HOSPITAL

https:// www.latimes.com/business/technology/la-me-ln-hollywood-hospital-bitcoin-20160217-story.html
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MAY 2017: WANNACRY - WORLDWIDE

By https://cdn.securelist.com/files/2017/05/wannacry_05.png Downloaded from:https:// securelist.com/blog/incidents/78351/wannacry-ransomware-used-in-
widespread-attacks-all-over-the-world/, Fair use, https://en.wikipedia.org/w/ index.php?curid=54032765
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MAY 2017: WANNACRY - WORLDWIDE

By https://cdn.securelist.com/files/2017/05/wannacry_05.png Downloaded from:https:// securelist.com/blog/incidents/78351/wannacry-ransomware-used-in-
widespread-attacks-all-over-the-world/, Fair use, https://en.wikipedia.org/w/ index.php?curid=54032765

Zero Day Vulnerability ςSMB shares

Χōǳǘ ǘƘŜǊŜ ǿŜǊŜ ǎƛƎƴǎ ǘƘŀǘ 
SMB shares were dangerous
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WANNACRY ς NORTH KOREA (ANIMATION)

Image Courtesy of Wikimedia Commons, created by user Roke
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https://www.nytimes.com/interactive/2017/05/12/world/europe/wannacry-ransomware-map.html
https://commons.wikimedia.org/wiki/File:Countries_initially_affected_in_WannaCry_ransomware_attack.png


Image Courtesy of Wikimedia Commons, created by user Roke
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Image Courtesy of Wikimedia Commons, created by user Roke
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NORTH KOREAN ACTIVITY NOW!

https://commons.wikimedia.org/wiki/File:Countries_initially_affected_in_WannaCry_ransomware_attack.png
https://commons.wikimedia.org/wiki/File:Countries_initially_affected_in_WannaCry_ransomware_attack.png


JUNE 2017: NOTPETYA - WORLDWIDE

https:// www.healthcareitnews.com/news/how-princeton-
community-hospital-survived-global-petya-attack

https:// www.heritagevalley.org/news/updates-on-the-cyber-
security-incident-at-heritage-valley-health-system/
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JUNE 2017: NOTPETYA - WORLDWIDE

https:// www.healthcareitnews.com/news/how-princeton-
community-hospital-survived-global-petya-attack

https:// www.heritagevalley.org/news/updates-on-the-cyber-
security-incident-at-heritage-valley-health-system/

Through a Third Party
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WHO ARE THE THREAT ACTORS?
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https:// www.fbi.gov/wanted/cyber/gru-hackers-destructive-malware-and-international-cyber-attacks



CRIMINAL 
ACTIVITY AS WELL
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HOW BIG IS 
THE RISK?

?
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Not easy to get 
good Statistics(c) 2024 Armstrong Risk Management



THE ESCALATION OF RANSOMWARE
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THE ESCALATION OF RANSOMWARE

Recovery Time

Low  <1 day

Medium  2-7 days

High  >1 week

1%
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2020



THE ESCALATION OF RANSOMWARE

https:// www.dni.gov/files/CTIIC/documents/products/Ransomware_Attacks_Surge_in_2023.pdf

άLƴ ǘƘŜ ¦{Σ ŀǘǘŀŎƪǎ ŀƎŀƛƴǎǘ ǘƘŜ 
healthcare sector were up 128 percent, 
with 258 victims in 2023 versus 113 in 
нлннΦέ

More than doubled in the U.S.!
This represents 4% of the 6,120 
Hospitals.

Office of the Director of National Intelligence provided this report:
Ransomware Attacks Surge in 2023; Attacks on Healthcare Sector 
Nearly Double

Photo by Ivan 5ǊŀȌƛŏ, at Pexels

4%
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2023



ESCALATION IN RANSOMWARE 2016-2024
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HOW DO THEY DO IT?
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BLACK BASTA RANSOMWARE

ÅSpear phishing
ÅBITSAdmin
ÅCobalt Strike
ÅRemote Access Tools
ÅPSExec
ÅScreenConnect
ÅRemote Desktop

ÅPowershell
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Activated across all computers, all at once.
ÅOften at midnight
ÅOften on the weekend or on a holiday
ÅIt rapidly encrypts pieces of files

Photo by Anne Nygård on Unsplash 

HOW RANSOMWARE IS DEPLOYED

wŀƴǎƻƳǿŀǊŜ ƛǎ άƴƻƛǎȅέ ς quickly detected!

(c) 2024 Armstrong Risk Management

https://unsplash.com/@polarmermaid?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/photos/black-and-white-analog-alarm-clock-bGYGmkLlgbA?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash


ÅEscalation in number and impact

Å Increasing Sophistication

Å Incident Response is Complex(c) 2024 Armstrong Risk Management



PATIENT SAFETY
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CYBERSECURITY IS PATIENT 
SAFETY

>ʳɅǸɶȓȡɾʌǸȶẏɾ2018 Report on 
Cybersecurity Findings in Healthcare  ṽ
 Impact on Patient Care:

ẪuɅǪɶǸǍɾǸǱ ɃǸǱȡǪǍȺ Ǹɶɶɐɶɾ as 
downtime procedures are 
initiated on paper, making it 
more difficult to communicate 
ǪțǍɅȓǸɾ ʌɐ ʌțǸ ɳǍʌȡǸɅʌậɾ 
condition or to calculate 
ǍɳɳɶɐɳɶȡǍʌǸ Ǳɶʔȓ ǱɐɾǍȓǸɾẫ
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https://cynergistek.com/cynergistek-releases-2018-report-on-cybersecurity-findings-in-healthcare/
https://cynergistek.com/cynergistek-releases-2018-report-on-cybersecurity-findings-in-healthcare/


CYBERSECURITY IS 
PATIENT SAFETY

>ʳɅǸɶȓȡɾʌǸȶẏɾ2018 Report on 
Cybersecurity Findings in 
Healthcare  ṽ  Impact on 
Patient Care:

ẪuɅǪɶǸǍɾǸǱ ɾʌɶǸɾɾ 
on staff  operating 
in the more chaotic 
ǸɅʬȡɶɐɅɃǸɅʌṾẫ
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https://cynergistek.com/cynergistek-releases-2018-report-on-cybersecurity-findings-in-healthcare/
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CYBERSECURITY IS 
PATIENT SAFETY
>ʳɅǸɶȓȡɾʌǸȶẏɾ2018 Report on 
Cybersecurity Findings in 
Healthcare  ṽ  Impact on 
Patient Care:

ẪIncreased risk of 
staff  cutting corners  
as they are asked to 
do work in a less 
efficient manner 
which increases 
ǪɐɃɳȺȡǍɅǪǸ ɶȡɾȶɾẫ(c) 2024 Armstrong Risk Management

https://cynergistek.com/cynergistek-releases-2018-report-on-cybersecurity-findings-in-healthcare/
https://cynergistek.com/cynergistek-releases-2018-report-on-cybersecurity-findings-in-healthcare/
https://cynergistek.com/cynergistek-releases-2018-report-on-cybersecurity-findings-in-healthcare/


HEALTH OF THE HOSPITAL

>ʳɅǸɶȓȡɾʌǸȶẏɾ2018 Report on Cybersecurity 
Findings in Healthcare  ṽ  Financial Impact:

Å Cancelling elective services  because 
systems are down which will result in a 
reduction in Revenue

Å Increased time lag to get charges 
submitted  which will lead to a lag in 
payment having implications on cash 
flow

Å Increased unanticipated cost to 
recover from the data incident, provide 
notification to impacted individuals and 
hire external parties to assist
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https://cynergistek.com/cynergistek-releases-2018-report-on-cybersecurity-findings-in-healthcare/
https://cynergistek.com/cynergistek-releases-2018-report-on-cybersecurity-findings-in-healthcare/


CONTROVERSIAL QUESTION
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TO PAY OR NOT TO PAY

Photo by Designecologist: https://www.pexels.com/photo/silver-imac-displaying-collage-photos-1779487/
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